
St. Luke’s CE Aided Primary School 
Digital Safeguarding Policy 

 
 

School Vision 
St Luke’s School embraces the challenge that Technology is now considered to be an essential part of modern life and it  is 
our duty to provide pupils with quality technology as part of their learning. This digital safe-guarding policy considers the 
use of both the fixed and mobile devices with an appropriate internet connection, PCs, laptops, webcams, digital video 
equipment, mobile phones, camera phones, personal digital assistants, gaming devices and portable media players. It will 
be revised to incorporate new and emerging technologies as they appear. The purpose of technology use in school is to 
help deliver the whole school aim, which is to offer a curriculum that is transformed by integrating ICT across all subject 
areas, promoting enjoyment, a personal sense of fulfillment, achievement and the life skills that will help our children 
thrive in the 21st Century.  

 
As a Wolverhampton school we adopt three approaches to achieving e-safety: 
1. Dealing with the “here and now”: informing and making children, young people and their families aware of the 
benefits and also the potential dangers of working on-line. 
2. Building learning opportunities to develop children and young people as safe and e-confident learners, enabling their 
families to understand and support them in this area of their lives. 
3. Technical safeguards such as appropriate web filtering and levels of access. 
We recognise that it is the responsibility of all staff and governors to support and uphold this. 

 
Equality and inclusion 
The use of technology is a part of the statutory curriculum and a necessary means of delivering 21st Century teaching and 
learning for staff and pupils. Internet access is an entitlement for all. However, responsible and safe use must be at its 
core. 

 

Technology in a changing world 
Schools are part of a world where technology is integral to the way life is led in the 21st Century. Compared to even 5 
years ago the technology available outside school is rapidly increasing. In line with the Gilbert review document 2020 
Vision, schools need to increasingly respond to: 

 an ethnically and socially diverse society 

 far greater access and reliance on technology as a means of conducting daily interactions and transactions 

 a knowledge-based economy  

 demanding employers, who are clear about the skills their businesses need and value 

 complex pathways through education and training, requiring young people to make choices and reach decisions 

Why do learners need to be safe working with technology? 
As the uses of online technological resources grow, so has the awareness of risks and potential dangers which arise for 
their use. This school aims to prepare its learners to be able to thrive and survive in this complex digital world. This policy 
outlines the safeguarding approach to achieve this. 

 

Managing Digital Safeguarding   
Roles and responsibilities –  

 Headteacher – Alison Grennan 
The Head will ensure that the digital safeguarding policy is implemented and compliance with the policy monitored, and 
that the appropriate roles (see this section) and responsibilities of the school’s digital safeguarding structure is in place. 
Ensure regular reports of the monitoring outcomes on digital safeguarding are reported to the governing body.  

 Nominated Digital Safeguarding Coordinator – Luke Skywalker 
There is an identified digital safeguarding coordinator who is responsible for e-safety developments in school and sharing 
of practice with staff and the wider community.  
This person will be in receipt of current training on the latest guidance and procedures and is the main contact for the 
Local Authority e-Safety/ digital safeguarding networks.  
All digital safeguarding incidents within the school need to be reported to this person. They need to keep the log of 
incidents and with the Headteacher make decisions about how to deal with reported incidents. 

 Digital Safeguarding Governor – Anand Chhabra 
There is an identified governor who monitors and liaises with the e-safety/ digital safeguarding coordinator and who will 
report to full governing board as appropriate. 

 Digital Safeguarding responsibility within subject and management roles 
All staff with subject and management roles have a duty to incorporate e-safety principles in their area of responsibility. 



 Teaching Staff 
All staff understand the need for care and caution when using technology both for academic and social purposes and 
apply it to teaching and learning situations. Teachers agree to abide by policy guidelines as signed in the Teacher’s 
Acceptable Use Policy. They have a “front line” monitoring and reporting role for incidents.  

 Non- teaching staff 
As for teaching staff, other staff in school should also sign an Acceptable Use Policy. Given the nature of their role, 
learners may find it easier to disclose incidents to them, therefore, support staff should be clear of the reporting 
procedures as per the Safeguarding policy. 

 School Council representatives/ Digital Leaders 
As a responsible member of their class the school council and digital leaders need to have e-safety on their agenda as an 
item. These representatives help to monitor at a learner level the appropriate use of technology within the school. 
Discussions will be reported to the Digital Safeguarding Co-ordinator and recorded in the minutes of the meeting. 

Procedures 
 Are as defined in the School Disclosure and reporting procedures described in the School Safeguarding Procedures and 

policies. 

 Issues should be reported to the LA Safeguarding Team. 

 An incident log is kept by the nominated Digital Safeguarding Co-ordinator on the E-Learning Issues Onenote. 

 Agreements/Acceptable Use Policies are signed by all stakeholders regularly to ensure digital safeguarding issues are kept 
at the forefront of thinking. 

 Stakeholders are entitled to regular update training. Staff receive training sessions annually and refresher training is also 
provided should an incident occur. 

 The Digital Safeguarding co-ordinator ensures that staff are following their use agreements and monitors the teaching 
and learning of e-safety issues for pupils across the school. 

Risks and acceptable Behaviours 
 General use of the internet, Passwords/personal details, Data Security, E-mail, Learning Platform, Photographs video and 

sound recording, Copyrights, Social networking/cyberbullying, Mobile phones/technology – these are all addressed in the 
Acceptable Use Policies. 

Managing Internet Access (Information system security)  
 School ICT systems security will be reviewed regularly by the ICT technician 

 Virus protection will be updated regularly by the ICT technician 

 Security strategies will be in line with Local Authority guidelines, including Firewall and Filtering provision and Antivirus 
software. 

 
E-mail  
Pupils may only use the Learning Platform e-mail accounts on the school system. Pupils must immediately tell a teacher if 
they receive offensive e-mail. In e-mail communication, pupils must not reveal their personal details or those of others, or 
arrange to meet anyone without specific permission. Incoming e-mail should be treated as suspicious and attachments 
not opened unless the author is known.  

 
Published content and the school web site  
Staff or pupil personal contact information will not generally be published. The contact details given online should be the 
school office. The head teacher will take overall editorial responsibility and ensure that content is accurate and 
appropriate. Usage reports from the Learning Platform will be monitored by the E-Learning Co-ordinator. 

 
Publishing pupil’s images and work  
Pupils’ full names will not be used anywhere on a school Web site/ Blog or other on-line space, particularly in association 
with photographs. Permission is regularly sought from parents to post pupil work and photos online on our website or 
Blog – if parents do not wish their child’s work or pictures online they contact school to discuss their concerns and 
register their position. Pupil image file names will not refer to the pupil by name. Parents should be clearly informed of 
the school policy on image taking and publishing, both on school and independent electronic repositories.  (Children, 

Families, Health and Education Directorate page 6 June 2008)  
 

Social networking and personal publishing  
Social media (e.g. Facebook, Twitter, Instagram) is a broad term for any kind of online platform which enables people to 
directly interact with each other. However some games, for example Minecraft or World of Warcraft and video sharing 
platforms such as You Tube have social media elements to them.  
 
The school recognises the numerous benefits and opportunities which a social media presence offers and maintains an 
online presence through a number of social media accounts linked to the school website. Staff, parents/carers and 



pupils/students are actively encouraged to find creative ways to use social media. However, there are some risks 
associated with social media use, especially around the issues of safeguarding, bullying and personal reputation.  
 
Pupils will only have access to the school’s own social networking (Class) site on the Learning Platform. This will be used 
as a safe platform through which to educate children about Blogs and e-mail communication and the dangers associated 
when such applications are not monitored and restricted. Pupils will be advised never to give out personal details of any 
kind which may identify them, their friends or their location 
 
School accounts must be monitored regularly and frequently (preferably 7 days a week, including during holidays). Any 
comments, queries or complaints made through those accounts must be responded to within 24 hours (or on the next 
working day if received at a weekend) even if the response is only to acknowledge receipt. Regular monitoring and 
intervention is essential in case a situation arises where bullying or any other inappropriate behaviour arises on a school 
social media account. 
 
The tone of content published on social media should be appropriate to the audience, whilst retaining appropriate levels 
of professional standards. Key words to consider when composing messages are: 
• Engaging 
• Conversational 
• Informative 
• Friendly 

 
School use of images / video can be assumed to be acceptable, providing the following guidelines are strictly adhered to.  
• Permission to use any photos or video recordings should be sought in line with the school’s digital and video images 
policy. If anyone, for any reason, asks not to be filmed or photographed then their wishes should be respected.  
• Under no circumstances should staff share or upload student pictures online other than via school owned social media 
accounts 
• Staff should exercise their professional judgement about whether an image is appropriate to share on school social 
media accounts. Students should be appropriately dressed, not be subject to ridicule and must not be on any school list of 
children whose images must not be published.  
• If a member of staff inadvertently takes a compromising picture which could be misconstrued or misused, they must 
delete it immediately. 
 

Managing filtering  
Wolverhampton City Council will ensure systems to protect pupils are reviewed and improved. If staff or pupils come 
across unsuitable on-line materials, the site must be reported to the e-Safety Coordinator and ICT technician. The ICT 
technician will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, 
effective and reasonable.  

 
Managing emerging technologies  
Emerging technologies will be examined for educational benefit as appropriate. Mobile phones will not be used in school. 
Children will be allowed phones before and after school. (During school time phones will be locked away in the School 
Office or an appropriate place in the classroom). The sending of abusive or inappropriate text messages is forbidden. The 
appropriate use of the school’s Learning Platform is discussed with all children. 

 
Protecting personal data  
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.  

 

Teaching and learning  
E-Safety/ digital safeguarding rules will be discussed with pupils regularly. Pupils will be informed that network and 
Internet use will be monitored and appropriately followed up. All pupils will be made aware of the importance of e-safety 
and this subject will be revisited yearly, as part of the planned and delivered curriculum. 
 

Internet use will enhance learning  
The school Internet access will be designed expressly for pupil use and will include LA filtering appropriate to the age of 
pupils. Pupils will be taught what Internet use is acceptable and what is not and given clear directives for Internet use. 
Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval 
and evaluation. Pupils will be shown how to publish and present information to a wider audience.  

 
Evaluating Internet content  
Pupils will be taught the importance of cross-checking information before accepting its accuracy. Pupils will be taught 
how to report unpleasant Internet content to a member of staff. 

 



Policy Decisions  
Authorising Internet Access  
The school will maintain a current record of all staff and pupils who are granted access to school ICT systems. Parents will 
be asked to sign and return a consent form before any child will have access to the Learning Platform. 

 
Assessing risks  
The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the 
international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never 
appear on a computer connected to the school network. Neither the school nor Wolverhampton LA can accept liability for 
any material accessed, or any consequences of Internet access.  

 
Handling Digital Safeguarding complaints  
Complaints of Internet misuse will be dealt with by a senior member of staff. Any complaint about staff misuse must be 
referred to the head teacher. Complaints of a child protection nature must be dealt with in accordance with school child 
protection procedures. Pupils and parents will be informed of the complaints procedure (see school’s Complaints Policy)  
 

Links to other school policies/school documents 
See also School Aims; SEF/ SRF; SIP /Strategic ICT plan; Curriculum plans; School handbook (Subject Leaders Onenote). 

Staff and the Digital Safeguarding policy  
All staff and governors will be issued with the School Digital Safeguarding Policy and its importance discussed. Acceptable 
Use Policies will be signed on an annual basis. Staff must be informed that network and Internet traffic can be monitored 
and traced to the individual user. Staff that manage filtering systems or monitor ICT use will be supervised by senior 
management and work to clear procedures for reporting issues. Staff will always use a child friendly safe search engine 
when accessing the web with pupils.  

 
Enlisting parents’ and carers’ support  
Parents’ and carers’ attention will have access to the School Digital Safeguarding Policy on the school Web site. The 
school will ask all new parents to sign the parent /pupil agreement before their child is issued with their Learning Platform 
password and an Acceptable Use Policy before they themselves can be given login details.  (Children, Families, Health and 

Education Directorate page 9 June 2008)  
 

Reviewing the Digital Safeguarding policy  
The Digital Safeguarding Policy is part of the School Strategic Plan and relates to other policies including those for ICT, 
Bullying, Child Protection, Behaviour and Discipline, Safeguarding and the Complaints Policy. Our Digital Safeguarding 
Policy has been written by the e-learning team building on government guidance. This policy will be updated regularly 
following the yearly update training run by the LA in order to keep up to date with the rapid advances in technology. 

 

 
This policy is due for review in Summer 2018 
 
Signed –   L Skywalker 

 
 
 
 
 

Date -  15.1.2018 

 


